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Signal Data Exchange Is Measured as 

Message Transfer Time 

Physical Device 1 Physical Device 2

Transmission Time: T = t + tf2

Transfer Time: t = ta + tb + tc

ta tb tc
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Application Time = T + tf1

Transit Time



IEC/TR 61850-90-4 Network Engineering 

Guidelines - Performance and Test  
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Use GOOSE Reports Within IED to 

Quickly Review Network Settings 
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Analyze GOOSE Statistics and 

Diagnostics  
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Immediately Detect Problem and 

Pinpoint the Source 



Network

SLI1

PD1 PD2

Ethernet
Wiring

SLI = Synchronized Logic IED
PD = Physical Device

IRIG-B

Verify Times for Signal Exchange 

Triggered by Contact Input 



Network

IRIG-B Clock

SLI1 SLI2

PD1 PD2

Application Timing Test Network 

 Transmission  Transfer 

PD      < 5 ms     < 3 ms 

SLI      < 4 ms   < 2 ms 



Performance Timing Diagnostics 



New Diagnostic Tools Must Also be 

Within the IEDs 



Network Commissioning Requires 

Configuration Test of IED Ports 

IED Ethernet ports set to forward messages 

Network

Network 

Configuration 

Monitor (NCM)

PD2

Network 

Configuration 

Tester (NCT)



Network Commissioning Requires 

Configuration Test of IED Ports 

Network port test for IEDs that cannot  
forward Ethernet traffic 

Network

PD2

NCT

NCM



Receipt of GOOSE Publications 

Shows Network Configuration  







Tools Within IEDs Monitor and Alarm 

Missing Messages 



Direct Connect Confirms Publication 



Bypass Switch Confirms Subscription 



Problem is Switch, Switch Port, or Cable 

Switches do not provide message delivery statistics 



Ethernet Switch was Configured by IT 

• IT designers had disabled auto-negotiation 

• IED could not auto-negotiation to switch but 

could with direct connect to publisher 

• Clause 28 IEEE 802.3u, if auto-negotiation 

fails, defaults to half-duplex 

• Mismatch causes dropped packets at 

switch port 

• Auto-negotiation enabled 100% delivery 
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Country-Wide WAN supports 

also Supports LAN for GOOSE 

IPG IPG 
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The Best of Both Worlds 
TDM and Ethernet 

TDM 

2.5 Gbps 

Transport  

Bandwidth 

Ethernet 

Teleprotection 

Video 

VoIP 

GOOSE 
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Serial 

Data 



MPLS 

TDM Latency Is Deterministic  

and Minimal 

Latency (ms) 

1 2 3 4 5 6 7 8 9 10 

TDM 



Trip and Block GOOSE not Always Being 

Received  
Site A 

Site B 

Site C 

Site D 

IRIG-B 

Ethernet 



IT WAN Designers Do Not Understand 

GOOSE 

• IT designers plan for throughput – 

bits/bytes per second 

• (#GOOSE/second) x (message size) = 144 

byte per second bandwidth 

• However, one GOOSE each second but 

needs msec delivery 

• (message size) / (delivery time across 

WAN) = 144k byte per second bandwidth 

• Also had all GOOSE on shared epipe 



VLAN Segregates Virtual Wires, Provides 

Them Only “Connected” IEDs 
QLAN, vMAC, and 61850 Name Document 

Virtual Cable Tray, Cable, and Wire 

Cable Tray QVLAN ID = X008 Cable Tray QVLAN Name = FDR#1_BF_SWA_PORT12 



Document “Virtual Wiring” 

Physical hardwiring “redlines” 

Virtual hardwiring “redlines” 



Virtual Wiring Point List Replaces 

Physical Wiring Diagrams 

Network logistics are the new 

engineering challenge 



OT Switches Configured Like Relays 


