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Possibilities

« Conformance Tests

« Factory Acceptance Tests (FAT)
* Interoperability Tests

Site Acceptance Tests (SAT)
Functional Tests
Performance Tests.
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The Wish....

SeculControl
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ut.....
« There is a Testbit"

e As it was with 103“

Table 5 ~ Semantics of CAUSE OF TRANSMISSION; Information In monitor direction

1 = SpOntaneous

ALOLR ST p cytlic

= resel frame oo

Frdog hr everns

t ba (FCB

<4 28t communicaton wail (CLU)

10> = iemmnaton of genaral mterrogaton
= oca operation

12 =
ooninued; 20 i
- 8 - Test Mod 21>
et S 31> = transmission of uroances data
40> = positive acknow eMenl of genernc winte command

negabve acknowledgement of =N wile command

nenc read comr

nvald dat. genanc read comma

= genanc wite confirmaton
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But.....IEC 61850 Edition 1

* Every LN Mode ,Test"

* Logical Device Mode , Test"

* Resulting behaviour of a Logical Node
* Quality,Test” (g= Test)

* Not just a , Test-Mode" but:
— On: Blocked: Test; Test/ Blocked; Off
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Edition 27?

« As Edition 1

 ,Blocked" now ,On/Blocked"”

« Simulate”-Indication for GOOSE/ SV

* Plus: Test Data Attribute (e.g.: tstEna)
Plus Service Parameter ,Test" in control
Plus Tracking of services |
Plus GOOSE/SV subscription diag
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Tablein 7-4

e ongoing discussion

Function behind LN ON ON ON ON OFF

Output to the Process (Switchgear) via a non-

1EC 61850 link for example wire (typical for YES NO YES NO NO
X....Y... and GGIO LNs)
Output of FC ST, MX value is relevant vaiue Is relevant value is relevant value is relevant value is irrelevant
(issued independently from Beh) q Is relevant q Is relevant q.test=true q.lest=true q.validity=invalid
Response to (Normal) Command from Client a+ a- a- a- a-
(a+ | a- acknowledgement) pos. ack neg. ack. neg. ack. neg. ack. neg. ack.
Response to TEST Command from Client a- a- ar a+ a-
(a+ / a- acknowledgement) neg. ack neg. ack pos. ack pos. ack neg. ack
Incoming data with g=normal Processed as valid Processed as valid Processed as valid Processed as valid Not Processed
Incoming data with gqmoperatorBlocked Processed as blocked | Processad as blocked |Processed as blocked | Processed as blocked Not Processed

Incoming data with g=test rocessed as invalid § Processed as invalid | Processed as valid Processed as valid Not Processed
Incoming data with g=test+operatorBlocked | Processed as invalid | Processed as invalid |Processed as blocked | Processed as blocked Not Processed
Incoming data with g=invalid Processed as invalid | Processed as invalid | Processed as Invalid | Processed as invalid Naot Processed

Non-lEC 61850 binary (relay, contact) inputs
and analogue (instrument transformer) inputs

© OMICRON 9
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On, Test, Test/blocked - Example

Control
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On

Control

(g=test)

e

(rejected)

GOOSE
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Test

Control

(g=test)

e —

(rejected)

GOOSE

© OMICRON




%

OMICRON

Test/Blocked

Control

(g=test)

e —

(rejected)

GOOSE
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Simulation Feature (S-Bit)

* not from the real process, bit in the
Ethernet Frame

 |ED In simulation mode LPHD.SIim = True
—
— l gi?leBIthion:FALSE gi(r)]LBI:aiion:TRUE l

\[ ]

Subscribe GolD=1

LPHD.Sim = FALSE
LPHD.Sim = TRUE
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Picture 24 — Functional Specification by UML Sequence Diagram
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The View from Germany

« WG 10 mirror

* Opinion: To continue work on testing
document Is essential and necessary

« Own very active ,Testing Group” in DKE
with more than 10 members from
utilities and vendors
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Status- How to bring
test“ and ,,Sim*“ together

LPHD

Sim.stVal=true

T |
TestSet g ¢

E Simulation Bit = true PTRC.Tr=true

= {g=test}
GOOSE (PTRC.Tr,true) 1 »® @on-blocked @—
{sim=false, g=normal} ! simulation Bit=false test/blockeg I
’ 2
~ o T
test
' o ° &
E Simulation Bit = true ; PTRC.Tr=true @ off -~
! {q=test}

GOOSE (PTRC.Tr,true)
- {sim=false, q=test}

| Simulation Bit=false
i

IED 2
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Status: How to do routine testing

sd [Sequenzdiagramm] IEC 61850 Distanzschutz /
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Requirements

« Handling of scenarios
« Support of Edition 2

« Support of all testing
features

 Client functionality
* Hybrid operation
Distributed operation

Time Synchronization
(IEEE 1588/ PTP)
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Conclusions

* New possiblilities with Edition 2
« Ongoing work

« Contribution of users needed

« OMICRON provides solutions
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