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• What are we doing? 

• Why are we doing it? 

• How are we doing it? 

Questions 
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What is XML? 

• SGML - Structured Generalized Markup 

Language 

• HTML – HyperText Markup Language 

• XML - eXtensible Markup Language 

• W3C – World Wide Web Consortium 

• XSL - eXtensible Stylesheet Language   

• CSS - Cascading Style Sheets 
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What is XML? 

• XML was developed by members of the W3C and 
released as a recommendation by the W3C in 
February 1998.  

• It is a simplified version of SGML and a cousin of 
HTML.  

• SGML was developed to standardize the 
production process for large document sets and is 
an international standard (ISO 8879) that has been 
in use as a markup language primarily for technical 
documentation and government applications since 
the early 1980s.  

Page 8 © OMICRON 



What is XML? 

• Well-formatted documents  

• It is not sufficient.  

• Constraints enforce rules that determine the 
presence of elements and their attributes, as 
well as the order of these elements.  

• These rules are part of what is defined as a 
Data Type Definition (DTD) or XML schema. 

•  This is the oldest schema inherited from 
SGML. 
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XML Files 
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XML Files 
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What is UML? 

• Unified Modeling Language 

– Software engineering 

– Standard way to visualize the design of a 

system 

• Elements visualized 

– Activities 

– Components and interactions 

– How the system is expected to be used 

 



Why UML? 

• Changes in Software Engineering 

– Distributed applications 

– Client / Server architectures 

– More complex tasks 

• Enables the communication between 

the user and the developer 

• Used today in many relevant standards 
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UML Diagram Types 
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Behavioral diagram types Structural diagram types 

Class diagram Activity Diagram 

Communication Diagram 

Interaction Overview Diagram 

Sequence Diagram 

State Machine Diagram 

Timing Diagram 

Use Case Diagram 

Composite Structure Diagram 

Deployment Diagram 

Package Diagram 

Object Diagram 

Component diagram 



Understand UML 

• Relevant standards for PAC use UML 

diagrams… 

– IEC 61850 core standards 

– IEC 61850 technical reports 

– CIM 

• … to describe 

– Functional behavior 

– Data structures 

– Use cases 
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State Machine Diagram 
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stm direct control with normal security

Ready

WaitForActiv ationTime

+ entry / start timer

PerformTest

+ exit / reset opRcvd

+ entry / set opRcvd

PerformTest

+ exit / reset opRcvd

+ entry / set opRcvd

Operate

+ entry / Activate Output

+ exit / Desactivate Output

+ exit / reset opOk

+ exit / reset OpOpn resp. OpCls

+ entry / set opOk

+ entry / set OpOpn resp. OpCls

MirrorBlockedCommand

+ exit / reset opOk

+ entry / set opOk

WaitForExecution

+ entry / start timer

WaitForExecution

+ entry / start timer

[Dynamic Test ok]

/Oper_resp+

[Operative Test nok ok] /Oper_resp-

[Cancel_req]

/Cancel_resp+, Oper_resp-

[Oper_req]

[Dynamic Test not ok] /Oper_resp-

[Cancel_req]

/Cancel_resp+, Oper_resp-

[TimOper_req]

/TimOper_resp+

[operTm]

[Cancel_req]

/Cancel_resp+, TimOperTermination_req-

[Cancel_req]

/Cancel_resp+, TimOperTermination_req-

[Operative Test not ok]

/TimOperTermination_req-

[Operative Test ok]

[Operative Test ok]

[Dynamic Test ok]

/TimOperTermination_req+

[dynTestTimeout] /Oper_resp-

[Beh = Test-Blocked]

[Beh = On,

Test]
[pulsCfg]

[pulsCfg]

[Dynamic Test not ok]

/TimOperTermination_req-

[Cancel_req]

/Cancel_resp+, TimOperTermination_req-

[dynTestTimeout]

/TimOperTermination_req-



Sequence Diagram 
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Client Control object Operated device

SelVal_req (off)

SelVal_rsp+

Oper_req(off)

Oper_rsp+
Activate output

Between

Off

Activation of the
device
mechanism

Report_req(off)

Acquisition of
status input
from device

Deactivate outputCmdTerm_req+

The report
service is
described in the
reporting model

Select



Class Diagram 
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Use UML – Example BF Function 
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Use Case and Actors 
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 uc Use Case Breaker Failure

Breaker IED

Breaker Failure 

Protection

Superv ised Breaker

Tripping Protection 

Function

Neighbour BreakerCurrent through Breaker

External Trip

Re-Trip

Position

Current Measurement

Initiate



State Machine of BF Function 
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 stm Use Case Breaker Failure

Idle

+ entry / Set Str (Start) to FALSE

Started

+ entry / Set Str to TRUE

+ entry / Start t1 (re-trip timer)

+ entry / Start t2 (failure timer)

re-trip

+ entry / set OpIn to TRUE

Initial

failure

+ entry / set OpEx to TRUE

+ entry / set OpIn to FALSE

This only for testing 

purpose; in reality 

when the breaker 

failed, the 50BF 

function may not reset

[current=0]

/setOpEx to

FALSE

t2 expired [(current=0) AND (Pos=open)]

/set OpIn to  FALSE

t2 expired [(current<>0) OR (Pos=closed)]

t1 expired [(current=0) AND (Pos=open)]

t1 expired [(current<>0) OR (Pos=closed)]

Initiate

[StartUp]



Sequence Diagram - Scenarios 
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 sd Breaker Success

Tripping Protection

Function

(from Use Cases)

Current through Breaker

(from Use Cases)

Supervised Breaker

(from Use Cases)

RBRF

Initiate()

Str= TRUE()

Pos(Open)

Current(0)

{t1 (re-trip)}

Str= FALSE()



Sequence Diagram - Scenarios 
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 sd Breaker Failure

Tripping Protection

Function

(from Use Cases)

Current through Breaker

(from Use Cases)

Supervised Breaker

(from Use Cases)

RBRF

Neighbour Breaker

(from Use Cases)

Initiate()

Str= TRUE()

Pos(Open){t1 (re-trip)}

OpIn= TRUE()

{t2 (failure)}

OpEx= TRUE()



IEC Tool of choice 

• Enterprise Architect from Sparxsystems 
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SCL Files in Engineering Process 
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The use of XML and UML 
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The use of XML and UML 
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The use of XML and UML 
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Exporting Event Data to COMFEDE 

IED Vendor

Tool

SOE

Data

Fault

Report

Summary

report

IEC 61850

Logs

Event Data 

Log File

Vendor

specific

format

Standard

format

Event Data 

Schema

Validate

Others



Integrating Vendors 

Analysis

Tool

Event Data 

Log File

Event Data 

Schema

Vendor 1

Vendor 2

Vendor n



The use of XML and UML 
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The use of XML and UML 
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Conclusions 

• XML and UML are some of the key 
technologies currently used in many domains 
and helping to improve the efficiency of 
different business processes.  

• With the wide spread acceptance of IEC 61850 
and the engineering process supported by it, it 
becomes essential for protection and control 
specialists to have a good understanding of 
what XML and UML are, so they can use them 
in their everyday work. 
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