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Substation Automation and Protection of Today 
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3rd Generation: Digital Substations 
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Digital Substation: One Goal many Aspects 

Aspects of the Digital 
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Security Threats 

Critical Infrastructure Operators have Good Reasons to Fear 
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Security Threats 

The Energy Sector is a Prime Target 

ICS-CERT Responses to sector specific cyber security threats across the 

critical infrastructure sectors in the U.S. in 2014 

Source: The Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) 

Percentages related to the 

total response for 2014 

Percentage of incidents 

Number of incidents 

https://ics-cert.us-cert.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Sep2014-Feb2015.pdf 
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Digital Substations are vulnerable to Cyber Attacks 

Context of a Digital Substation 
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Substation Control 

Zone  

Remote Access 

Context: 

 Critical infrastructure 

 24h/7days Operational availability 

 Interfaces to unsecure networks 

 Interfaces to office networks 

 Legacy components 

 Mix of components from different  

vendors with different technologies 
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Digital Substations are vulnerable to Cyber Attacks 

Possible Threats and Attackers 
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Substation Control 

Zone  

Remote Access 

Malware 

Malware 

Malware 

Misuse of access rights 

Unauthorized access 

Unauthorized access 

Attacks via internet 

Attacks via internet 

Possible Attackers: 

 States 

 Criminal organizations 

 Script kiddies 

 Insider 

Misuse of access rights 
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Cyber Regulations & Standards  

Regulation makes implementation of ISMS mandatory 

EnWG §11 para. 1 – „adequate protection“ 

BSI Law (14.08.2009) 

„IT Security Law“ (open) 

 

BnetzA / Information Security Catalog 

 

Information Security Management System 

 

Implementation Guidelines for ISO 27001 Controls 

 

Guidelines for process control systems specific to the energy 

utility industry 

 

Requirements for secure process controls and 

telecommunication system 

 

Law 

Regulation 

Standard ISO/IEC 27001 

Standard ISO/IEC 27002 

ISO/IEC/TR 27019 

BDEW Whitepaper 

Organization     IT/OT-Processes   Process Control Systems      

General 

Specific 

Requirements 

Example of Cyber Regulation from Germany 
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Security is a must for Digital Substations 

Are you prepared  
for Cyber Security? 

Power System Operator 
Organization Processes Infrastructure 

Mitigate Comply 

Cyber risks Cyber Regulations & Standards 

Business targets 

Achieve 
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Security is a must for Digital Substations 

Regulatory Compliance is a must for Operators 

Operators need  trustworthy  
and competent partners – 
who deliver secure products 
and solutions 

Process  
Control  
Systems  

IT/OT-  
Processes 

Organisation 

Consulting 

Standardized 
Products and  

Solutions 

Vendors play an important role in enabling operators to achieve their cyber security goals 
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Equipping Digital Substations with Cyber Security 

Substation Automation & Protection Vendor Responsibilities 

Organizational 
Preparedness 

Secure 
Development 

Secure Integration 
and Service 

Vulnerability and 
Incident Handling 

Secure System 
Architecture 

System Hardening 
Access Control and 

Account 
Management 

Security 
Logging/Monitoring  

Security Patching Malware Protection 
Backup and 

Restore 
Secure Remote 

Access 

Data Protection 
and Integrity 

Privacy 

Policies, Processes and 

Procedures 

• Organizational security, 

secure development and 

integration, vulnerability and 

incident handling 

Security Technologies 

• Common security 

technologies need to be 

implemented and contribute 

to the overall secure system 

architecture 
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Equipping Digital Substations with Cyber Security 

Secure Products as a Basis for Secure Substations 

Independent testing 

Secure development 

Digitally signed firmware 

Separation of process and  

management communication 

Internal firewall 

Crypto-chip for secure information storage 

 

Secure development 

Patch management 

Antivirus compatibility 

Confirmation codes for  

safety-critical operations 

Recording of access attempts in a non-volatile 

security log and IEC 61850 messaging 

Connection password according to 

Regulations and Standards 

Encryption of the communication line  

between DIGSI 5 and the SIPROTEC 5 device 
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Equipping Digital Substations with Cyber Security 

Secure Products as a Basis for Secure Substations 

Restrictive Control of User Administration in Substation Automation 

using SICAM PAS/PQS 

• Role to rights assignment for configuration and operation tasks 

User Group Manage 

Access 

Rights 

Read 

Configurati

on 

Write 

Configurati

on 

View 

Operations 

Manage 

Operations 

Administrator      

System Engineer     

Data Engineer    

Switch Operator    

Guest   
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Equipping Digital Substations with Cyber Security 

Secure Products as a Basis for Secure Substations 

Secure Communication in SICAM PAS 

• Certificate management for Transport 

Layer Security (TLS) based  

communication  

 

• IEC 62351-5 conformance 

 

• Secure IEC 104 master/slave  

• Secure DNP 3.0i master/slave  

with authentication 
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Managing Security in Substations 

Centralizing Security Monitoring and Control 

CROSSBOW 

CLIENT 

Secure access from 
Engineering PC 

Password 
management 

FW/SW Version 
monitoring 

Configuration 
monitoring 

Centralized security 
logging 

Security reports 

AUTOMATISIERT 

SIPROTEC 4  

REPORT 

  CONTROL CENTER   

CROSSBOW 

SERVER 
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Managing Security in Substations  

Migration Path to X.509 Certificates 

• Limited scalability 

• Trust relation based on mutually shared secrets 

• Mutually secrets to be managed on all nodes 

• High administrative effort  

(manual exchange of shared secrets, typically 

bad practise) 

 

PKI Self-signed Certificates Shared Secrets 

Keys needed for n nodes:  

n * (n-1) / 2 

Keys needed for n nodes:  

n  + White List 

Keys needed for n nodes:  

n  + Root Certificate 

• Improved scalability 

• Trust based on peer certificates (locally 

generated) and white list 

• White list managed on all nodes 

• Secrets are node local 

• X.509 standard applied 

• Medium administrative effort (manual list 

adaptations, node related updates) 

• Improved scalability 

• Trust based on peer certificates (centrally 

generated) and root certificates  

• Root certificate managed on all nodes 

• Secrets are peer local 

• X.509 standard applied 

• Low operative administrative effort 

(automated certificate handling, centralized 

updates) 

Migration Path 
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Security Patch Management 

Keeping the Substation Secure & Up-to-date 

• Regulations expect utilities to keep the security patch status of substation 

automation systems and IEDs up-to-date 

• Requirements for high availability, reliability and safeguarding primary equipment 

makes security patching in substations challenging  

• Patch Management of an operational environment needs a scalable, secure and 

cost-efficient solution 

• Automation can help to support the key requirements 

Patch 

Information 

Patches to apply in the 
substation 

Patch 
from 

Vendor n 

Patch 
from 

Vendor 2 

Patch 
from 

Vendor 1 

OPERATOR-SIDE SECURITY 

PATCH MANAGEMENT 

VENDOR-SIDE SECURITY 

PATCH MANAGEMENT 

register 

notify 
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Managing Security Through Standardization  

Interoperability Through Security Standards for the Power Utility Ecosystem 

Realization Guideline Requirement 
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Focus: Power Systems Focus: Information Systems Focus: Industrial Automation 

ISO / IEC 15408 & ISO/IEC 18045 

Evaluation Criteria for IT Security 
IEC 62443.02.02  Operating IACS Sec. Program 

 

IEC 62443.02.01  Establish IACS Sec. Program 
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ISO/IEC TR 27019 ISMS for Power Systems 
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Source: http://www.cencenelec.eu/standards/Sectors/SustainableEnergy/SmartGrids/Pages/default.aspx 

http://www.cencenelec.eu/standards/Sectors/SustainableEnergy/SmartGrids/Pages/default.aspx
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Secure Substation  

Multiple Aspects Considered 

DIGITAL SUBSTATION SECURE DIGITAL SUBSTATION 
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BAY ZONE

DMZ

Account Mgmt. 

RBAC (Role Based Access 

Control)

Malware Protection

Virtual Private Network 

(VPN)

Firewall with n-ports

Untrusted network

Trusted Zone

Intermediated

Trusted Zone

Demiltarized Zone

Switch

Protection Device

Field Device

Substation Controler

Remote Access PC

Local HMI

Control Center

Windows Terminalserver

XenDesktop Server

 - out-of-band maintenance channel

 - network segmentation for defense in depth

 - centralized management of DSAS configuration software in DMZ

INTERMEDIATE TRUSTED ZONE 
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Engineering PC with CSMS 

Agent
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Management System (CSMS) 

Server

CONTROL CENTER ZONE

IEC 61850

GOOSE

IEC 61850

GOOSE

IEC 61850-

MMS

IEC 60870-5-104

DNP3i

DMZ: Demilitarized Zone 
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