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Substation Automation and Protection of Today
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Digital Substation: One Goal many Aspects

Aspects of the Digital
Digital

Substation

Substation
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Security Threats
Critical Infrastructure Operators have Good Reasons to Fear

*% SHODAN Search

EXPOSE ONLINE DEVICES. .. -
‘Night Dragon® Attacks Threaten Major EEEGICIC- NI &
E ne rgy F i rmS REFRIGERATORS. VOIP PHONES. "}. :

New advanced persistent threat (APT) attack combines a variety of vectors,
seeks to steal sensitive data, McAfee researchers say

r ; “ |
TAKE A TOUR

Feb 11, 2011 | 1213 Al | *opular Search Queries: default password - Finds results with "default password™ in the banner; the named defaults might work!
By Tim Wilson 0 = 0 =

Nitro' Attacks: China-Based Hacker
September 29, 2010 Targeted Chemical Firms, Symantec
Reports: SCADA-Attacking Worm Infects Computers Reports

at Iran Nuclear Reactor

Sandworm Zero Day Used to
Target CIMPLICITY SCADA

Systems il =

QOctober 17, 2014
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ICS-CERT Responses to sector specific cyber security threats across the
critical infrastructure sectors in the U.S. in 2014

Communications 8, 3%
Commercial Facilities 6, 3%

Chemical 4, 3%
Unknown 16, 7%

Water 13, 5%
Transportation 12, 5%

Nuclear 6, 2%
Information Technology 4, 2%

Healthcare 15, 6%

Government Facilities 9, 4%

Finance 3, 1%
Food and Ag 2, 1%

Percentages related to the

total response for 2014

Critical
Manufacturing 64

. 26%

Energy 81

Number of incidents
Percentage of incidents

https://ics-cert.us-cert.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Sep2014-Feb2015.pdf
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L % Context:
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E
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E Q % Possible Attackers:
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Remote Access
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Cyber Regulations & Standards

SIEMENS

Regulation makes implementation of ISMS mandatory

Example of Cyber Regulation from Germany

General
Law

Regulation

Standard ISO/IEC 27001

lard ISO/IEC 27002

SO/IEC/TR 27019

BDEW Whitepaper

Specific
Requirements  Organization IT/OT-Processes Process Control Systems
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EnWG § 11 para. 1 — ,adequate protection®
BSI Law (14.08.2009)

T Security Law” (open)

BnetzA / Information Security Catalog
Information Security Management System

Implementation Guidelines for ISO 27001 Controls

Guidelines for process control systems specific to the energy
utility industry

Requirements for secure process controls and
telecommunication system
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Security is a must for Digital Substations

Business targets

Are you prepared
for Cyber Security?

Power System Operator

Organization Processes Infrastructure

Cyber risks Cyber Regulations & Standards
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Security is a must for Digital Substations

Regulatory Compliance is a must for Operators

(=)

Operators need trustworthy
and competent partners —

Standardized
Products and

Solutions

who deliver secure products

Process

IT/OT-
Control

Processes

and solutions

Systems

Consulting

Vendors play an important role in enabling operators to achieve their cyber security goals
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Policies, Processes and
Procedures

o _ Organizational Secure Secure Integration Vulnerability and
. Organlzatlonal security, Preparedness Development and Service Incident Handling

secure development and
integration, vulnerability and
incident handling

Access Control and
System Hardening Account
Management

Secure System
Architecture

Security
. . Logging/Monitoring
Security Technologies

« Common security
technologies need to be
implemented and contribute Security Patching Malware Protection BaRcIélth%?end SeCl'JA\rgCI;QSeSmote
to the overall secure system
architecture

Data Protection
and Integrity

Privacy
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Equipping Digital Substations with Cyber Security

Secure Products as a Basis for Secure Substations

Encryption of the communication line Secure development

between DIGSI 5 and the SIPROTEC 5 device Patch management ,ggyf?éj
Antivirus compatibility

Connection password according to
Regulations and Standards
Recording of access attempts in a non-volatile \

security log and IEC 61850 messaging

Confirmation codes for
safety-critical operations

Independent testing

1LUTU0D,

Secure development iobo1,
Digitally signed firmware m

Separation of process and

management communication B
| g
Internal firewall

Crypto-chip for secure information storage '
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Restrictive Control of User Administration in Substation Automation
using SICAM PAS/PQS

* Role to rights assignment for configuration and operation tasks

User Group Read Write View Manage
Configurati | Configurati | Operations | Operations
on on

Administrator v v v

System Engineer v v

Data Engineer v v

Switch Operator v v v

Guest v v
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Equipping Digital Substations with Cyber Security
Secure Products as a Basis for Secure Substations

%) Secure Communication in SICAM PAS

« Certificate management for Transport
Layer Security (TLS) based
communication

« |EC 62351-5 conformance

« Secure IEC 104 master/slave

« Secure DNP 3.0i master/slave
with authentication
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[Ed SICAM PAS POS | User logon deactivated | Configuration - Large

File  Edit Cres View  Tools  Help

BixE

Configuration

Mapping

Topology

-

Y e futomation

» "= Digital 10

b= DMNP 3.0 Master

P = |ECHOE70-5-1017 Master

P = [ECH0870-5-1032 Master

P = |ECB0870-3-104 hMaster
= |EC 51850 Client

b = hodbus Master

» = OFC Client

¥ 'R POS Automatic Import

b = PROFIBUS DF baster

» = PROFIBUS FRAS Master
=1 S|MEAS Q20 kaster
=1 S|MEAS R haster

b= SINALT LSA ILSA Master

¥ = SNMP

b = Th1703 mic Master

& Marmalizations

b || Certificate Stores

&4 Certificate Authority Store
“% Certificate Revocation Stare

Templates
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Attacks via internet

ST N
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Managing Security in Substations

Centralizing Security Monitoring and Control
= = CROSSBOW _— CROSSBOW

\ CLIENT SERVER

- == ~ LT
. _",".‘ SEDm
-

L

Y
IS

= ;\-l . Centralized Usgr Management,

/
- E.g. Active Difectory Server

REPORT _ Control Center

AUTOMATISIERT

Local HMI
SICAM SCC

Security reports

SIPROTECZ = SIPROIEC & Substetion SIPROTEC 5 SIPROTEC 5 SIPROTEC 5 SIPROTEC 5 gupstation

ghts reb——=—
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Managing Security in Substations

Migration Path to X.509 Certificates

Shared Secrets Self-signed Certificates _

X&w ! !

Keys needed for n nodes: Keys needed for n nodes: Keys needed for n nodes:
n*(n-1)/2 n + White List n + Root Certificate

 Limited scalability Improved scalability Improved scalability
« Trust relation based on mutually shared secrets - « Trust based on peer certificates (centrally
« Trust based on peer certificates (locally e
+ Mutually secrets to be managed on all nodes generated) and white list generated) and root certificates
« High administrative effort o * Root certificate managed on all nodes
) * White list managed on all nodes
(manual exchange of shared secrets, typically + Secrets are peer local
: + Secrets are node local _
bad practise) . + X.509 standard applied

+ X.509 standard applied
* Medium administrative effort (manual list
adaptations, node related updates)

* Low operative administrative effort
(automated certificate handling, centralized
updates)

Unrestricted © Siemens AG 2015 All rights reserved. Mlgratlon Path
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Security Patch Management
Keeping the Substation Secure & Up-to-date

VENDOR-SIDE SECURITY
PATCH MANAGEMENT

. Siemens CERT Vulnerability Handling
;§'" <ZzDevelopment
S register
-
™ — — | : Service >—
3 _ nternal Handling ervice

% notify

Sales >

» Regulations expect utilities to keep the security patch status of substation
automation systems and IEDs up-to-date

* Requirements for high availability, reliability and safeguarding primary equipment
makes security patching in substations challenging

« Patch Management of an operational environment needs a scalable, secure and
cost-efficient solution

« Automation can help to support the key requirements
Page 17 2015-06-04

Patch
Information

SIEMENS

OPERATOR-SIDE SECURITY

PATCH MANAGEMENT

Patches to apply in the
substation
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ISO / IEC 15408 & ISO/IEC 18045
Evaluation Criteria for IT Security

uodsuel] 8inN28S JBA0 JusSW||oIuT
0€0L O4d 414I

10do 10j 1oddns |020104d A111N28S TGEZ9 O
6-TGEZ993I-10ph-siom-1yelp 41 3|

Realization

[020101d uonealddy paurensuo)d 4vod
¢G¢/. O4d 4131

B Focus: Industrial Automation

Aniby wyiobly dSO0
0969 D44 413

sanljigeded A1ndas 19gAD @31 uoneisans
989T 333

O]
<
)
c
(]
IS
Q
[7p]
~
(@)
[n'd
DIX
e
3
=>c
g
a5
Qo
[ 15]
o
e~
g
©=
>0
S5
SE
N
o=
@)
3]
c
i
Q)
O
S
£
IS
8
]
3
%
9
14
S
9
(8]
o]
%)
9
[%2]
O
=)
S
O
C
3
8
v
3
Q
(8]
9
4]
o
[
(&)
o
)
Q)
3
=
el
)
e
>
/5]
n

sjuawalinbai sjnpow 01dA1D
06.6T O31/OSI

2015-06-04

sjuauodwo) Joj
suswalinbay Alnoas
¢0'v0'eric9 Ol

0
=
[}
et
0
>
n
c
o
=
@©
S
S
o
=
c
%)
S
o
o
LL

SO pue UoN9I310Id ‘UonewoINy
uoneisgns Joy sjuswalinbay
or¢',€D 33l

ISO/IEC TR 27019 ISMS for Power Systems
IEC 62443.02.01 Establish IACS Sec. Program
IEC 62443.02.02 Operating IACS Sec. Program
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http://www.cencenelec.eu/standards/Sectors/SustainableEnergy/SmartGrids/Pages/default.aspx

DIGITAL SUBSTATION SECURE DIGITAL SUBSTATION

CONTROL CENTER ZONE

|
(c)

Remote Level

ISR ETE R B
NKES

Station Level

Field Level

- out-of-band maintenance channel
- network segmentation for defense in depth
- centralized management of DSAS configuration software in DMZ

DMZ: Demilitarized Zone
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Thank you for your attention!
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Product Lifecycle Manager
Cyber Security & Substation Automation
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90459 Nuremberg

Phone: +49 (911) 433 5546

Mobile: +49 (172) 7345783

E-mail: chaitanya.b@siemens.com
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