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Trend in the Power Grid 
 

Transforming from conventional Power Grid to Smart Grid 
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Trend in the Power Grid 
 

Proprietary 

Communication 

Standardized 

Communication 

Gave a false feeling of  

”Security by Obscurity” 

More accessible to ALL! 
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Robustness threats 
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Hardening Authorization 

Authentication Auditability 
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#1 Hardening – Attack Surface 
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#1 Hardening – Attack Surface 
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#1 Hardening - Fuzzing 
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 First level of defense –  

Use Authorization 

 User name and 

Password 

 Not only on perimeter 

devices but in the entire 

system 

 Make use of Centralized 

Account Management 

technologies 

 Role based Access 

 IEC 62351-8 

#2 Authorization 
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#2 Authorization 

User 1: Role A + C 

User 2: Role B 

User 3: Role A + D + E 

User 4: Role E 
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 The user must be certain they 

operate the proper device  

 The device must be certain it is an 

authenticated user/system 

 

 

#3 Authentication 
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#3 Authentication – Trusted peers 
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Observability is key 

 In case of event – analyze logs 

 In case of isolation – offline logs 

Centralized logs 

Huge amount of data 

Use pattern recognition to find 

abnormalities 

 

#4 Auditability 
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Conclusion 

Use technologies from IT world 

Don’t rely on physical perimeter protection 

Don’t rely on security by obscurity 

Keep the system up-to-date 

Observe and measure to build up knowledge 

Continue the work on pattern recognition 
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